VIRGINIA:

IN THE CIRCUIT COURT OF THE CITY OF RICHMOND

- COMMONWEALTH OF VIRGINIA,

a Georgia corporation,

Defendant.

: )
EX REL. MARK R. HERRING, 3
ATTORNEY GENERAL, )
, | )
Plaintiff, )
) .
v. ) CIVILACTION NoO. 7-369]—4
)
EQUIFAX INC., \
)
)
)
)

FlNAL CONSENT JUDGMENT AND PERMANENT INJUNCTION

Plaintiff, the Commonwealth of Virginia, by, through and at the relation of the Attorney
General of Virginia, Mark R. Herring (the © ‘Commonwealth” or “Plaintiff” ) and Defendant
" Equifax Inc., a Georgia corporation (“Defendant”), hav1ng stlpulated to the entry Qf this Final
Con'sent J ud}gmént and Permanent Injunction (‘:‘Judgment”) by the Court without the tak.in'g' of
proof and without trial or adjudication of any fact or law, without this J udgment constituting
.evitiencé of or an admission by Equifax Inc. regard‘ing any issue of law or fact alteged inthe
Complaint on ﬁlel énd without Equifax Inc. admitting any liability, and with all parties having
waived their right to appeal, and the Court having t:onsidered tne matter anti good cause
appeaﬁng: | |

~ IT IS HEREBY ORDERED, ADJUDGED, AND DECREED THAT:

L PARTIES AND JURISDICTION

1. The Commonweétlth' of Virginia, by, through and at the relation of Mnrk R.

Herring, Attorney General of Virginia, is the Plaintiff in this case.



* 2 . Defendant EQuifax Inc is the parent of Elquifax‘ Infonnation SServices LLC |
(“EIS™), a"CONSUMER REPORTIN G AGENCY, with 1ts princip'al. ot'ﬁce located at 1550
Peachtree St.. ‘NW, Atlanta, Georgia 30300. -

3. - | The Court has jurisdiction over the subject matter ot' this action and jurisdiction
over the parties to this_ action pursuant to Virginia Code §§ 8.01-620, 17.1-513-, 59.1-203, and
59.1-206, and venlie is proper in_this Court pursuant tc Virginia Code §$ 8.01-261(1 5)(c) and
8.01 262(2), (3), and 4). |

4. Defendant, at all relevant times, has transacted business in the Commonwealth of
Virginia, including, but not limited to, the Ctty of R1ch_mond. A

| S.l 'This Judgment is entered pnrsuant to and 'snbject_to the Vitginia Consunler |
Protection Act (“VC?A”), Virginia-Code‘§§ 59.1--'1 96 to 59.1-207 and Vi_rginia’s brea'ch of
pefsonal information nctiﬁcaticn statnte; Vitginia Code § 18.2-186.6. |
IL. ‘DEF_INI’i‘IONS | |

6. For the pu'rnoses of this Judglnent;_tne fQIIOWing deﬁniticns shatl apply’:

.a. ' “2017 DATA BREACH_” Ashallll rnean the data breach, first publicly
| announced by EQUIFAX on September 7 , 201 7,»in wnich a person or persons gained

- una_uthoriZ_ed access to portions of the EQUIFAX NETWORK.

b.. . “2017 BREACH RESPONSE SERVICES AND PRODUCTS” shall mean

the followmg comphmentary support services and/or products provided by EQUIFAX 1ts
'afﬁhates or thlrd parties retained by EQUIFAX or its afﬁhates in response to the 2017 DATA
| BREACH: TrustedID Premler; Equlfax Credlt Watch Gold w1th 3in 1 Monitoring (offered to .

consumers as a print alternative to TtustediD Pr.emier); the IDNotify prodnct o-ffere_d for free

through Experian; Lock & Alert; and the credit protection services required by Paragraph 42.



C. “AFFECTED CONSUMERS” shali mean. ail consumers residing in
Virginia who had their PERSONAL INFORMATION accessed by unauthorizéd individuals in
connection with the 2017 DATA BREACH.

d. “ATTORNEYS GENERAL” shall mean the Attoméys General of the
- states and commonwealfhs of:. Alabama, Alaska, Arizéna, Arkansas, California, Coloradq,
Connecticut, Delaware, Flbﬁda, Georgié, Hawaii,' Idaho, lllinois, Iowa, Kansas, Keﬁtuc_:ky,
Louisiana, Maine, Maryland, Michigan, Miﬁnesota, Mississiﬁpi, Missouri, Montgna, Nebraska,
Nevada, Nev-v Hampshire, New Jersey, New Mexico, New York, North Carolina, N(ﬁth Dakota, |
Ohio, Oklahoma, Oregoﬁ, Pennsylvania, Puerto Rico, Rhode Island, South Carolina, South |
Dakota, Tennessee, Texas, Utah,” Vermc\)nt,' Virginia, Washington, West Virginia, Wisconsin,
and Wyoming, and the District of Coh-lmbia. ,

| e. “CLEARLY AND CONSPICUOUSLY?” shall mean that such statement,
disclosure, or other information, by whatever mediuin. corhmunicated, inciud_ing all elecﬁonic
devices, is (a) in readily uhderstandable language and synta*, and (b)ina type size, font, color,
- appearance, émd_ location sufﬁciently noticeable for-a consumer to read and comprehend it, in a
3 pﬁnf that contrasts with fhe .bac'kground against Which it appears.
i If such statement, disclosure, 6r other information is necessary asa

modification, explanation, or clariﬁcatién to other information with which it is presented, it must

be presented in proximity to the informaﬁon it modifies in a manner that is readily noticeable and

- ! Hawaii is represented by 1ts Office of Consumer Protection. For 51mp1101ty purposes,
the entire group will be referred to as the “Attorneys General,” or individually as “Attorney
General.” Such designations, however, as they pertain to Hawau shall refer to the Executive

. Director of the State of Hawaii Office of Consumer Protection.

Claims pursuant to the Utah Protection of Personal Information Act are brought under
the direct enforcement authority of the Attorney General. Utah Code § 13-44-301(1). Claims
pursuant to the Utah Consumer Sales Practices Act are brought by the Attorney General as -
counsel for the Utah Division of Consumer Protectlon pursuant to the Division's enforcement
authorlty Utah Code §§ 13 2-1 and 6.



understandable; and
| 1i. In any communication using an interactive electronic medium,
such as the internef or software, the disclosure must be obvious.

f. ._“COMPENSATING CONTROLS?” shall mean alternative mechanisms
that are put ih place to satisfy the requirement for a security measure that is determined by tﬁe
Chief Information Security Officer or his or her designee to be impractical to implément at the
present time due to legitimate technical or business cpnstraints. Such alternative mechanisms
must: (1) meet the intent and rigor of the original stated requirement; (2) provide a similar level
of security as the original stated requirement; (3) be up-to-date with current industry accepted
security protocols; and (4) be commensuréte with the additional risk imposed by not adhering to
the original stated requirement. The determination té implement such alternativ;a mechanisms
" must be accompanied by writ;[en documentaﬁon demonstrating that a risk analysis was
performed indicating the gap between the original security measure and the proposed alternative
measure, that the risk was determined to be acceptable, and that the Chief Informétion Security
Officer or his or her desi gnee>a'grees witﬁ both the risk analyéis and the determination that the
risk is acceptable. |

g “CONSUMER REPORTING AGENCY? shall mean any person as
defined by 15 U.S.C. § 1681a(p), and any amendments thereto.

h. “CREDIT FILE” shall mean a file as defined in 15 U.S.C. § 1681a(g), and
any amendments thereto.

i “CREDIT REPORT” shall mean a consumer report as defined in }5
 U.S.C. § 1681a(d), and any amendments thereto.

J- “EFFECTIVE DATE?” shall be August 22, 2019 except as otherwise noted



in the Judgment.

k. “ENCRYPT,” “ENCRYPTED,” or “ENCRYPTION” shall mean
. rendering datg—at rest or in transit—uﬁhsable, unreadable, or indecipherable through a security
technology or methodology generé'lly accepted iﬁ the ﬁeld of information secuﬁty commensurate
with the sensitiv.ity of the data at issue.
| 1. “EQUIFAX” shall mean Equifax Inc., its affiliates, officers, employees,
subsidiaries and divisions, succes.sors and assigns (ioing business in fhe United States.

m. “EQUIFAX NETWORK?” éhall mean all networking equipment, databases
or data stores, applications, servers, and endpoints that: (1) are capable of using'arid sharing
software, data, and hardware resources; (2) are owned, operated, and/or controlled by
EQUIFAX; and (3) collect, process, store, or have access to PERSONA-L INFORMATION of
* consumers who reéide in the Unitéd States. For purposes of this Judgment, EQUIFAX
NETWORK shall not include networking equipment, databases or data stores, applications,
sefvers, or endpoints outside of tﬁe United States, which are not used to collect, process, or store
PERSONAL INFORMATION,‘ and where access to PERSONAL INFORMATION is restricted
using a risk-based control. For purposes of this deﬁnitibn, a risk-based controi shall, at a
minimum, include: (i) web-application-, network-, or hoét-baséd firewalls, or ENCRYPTION of
the PERSONAL INFORMATION; and (ii) preadmission identification and/or access
management contfols,’ inéiuding, for eXainple, multi-factor authentication.

n.  “FCRA” shall mean the Fair Credit Reporting Act, 15 U.S.C. § 1681 et '.
seq., and any amendments thereto. |

0. “FEE-BASED PRODUCTS OR SERVICES” shall mean any product or

service that EQUIFAX sells or charges any amount of money for United States consumers to use



or obtain. |
p. “FURNISHER” or “FURNISHERS” shall mean a person or entity that
rﬁeets the definition of furnisher set forth in 16 CFR § 660.2(c), and any amendments thereto.
q. “GOVERNANCE PROCES S” shall mean any written policy, staﬁdard,
. procedur_e, or process (or ;my combination the;eot) designed to achieve a control objective with

respect to the EQUIFAX NETWORK. o

. “MULTI-‘DISTRICT'LITIGATION” shall mean those actions filed
-against Equifax Inc. and/or its SI‘Jbsidiaries.asserting claims related to the 2017 DATA BREACH
by or on behalf of one or more consumers that have Been or will be transferred to the federal
proceedings styled In re Equifax Inc. Customer Data Security Breach Litigation, MDL 1:17-md-

2800 (N.D. Ga.) (Consumer Actions). ,
S. “MULTISTATE LEADERSHIP COMMITTEE?” shall mean California,

Connecticut, District of Columbia, Florida, Georgia, Illinois,.Maryland, New Jersey, New quk,
Ohio, and Pennsylvania.
t. “NON-FCRA INFORMATION” shall mean any information that is
collected, stored, or maintained by EQUIFAX and either: |
| i Does not bear' on a consumer’s credit woﬁhiness, credit standing,
credit capacity, character, general reputation, personal characteristics, or mode of living, or
ii. Is not used or expected to be used or collected in whole or in part
for any purpose éuthorized under 15 U.S.C. § 1681b, and any amendments thereto. |
u. R “PERSONAL INFORMATION?” shall mean information regarding an
individual residing in Virginia that falls-within one of the following 'categories: | |

i. A consumer’s first name or first initial and last name in

combination with any one or more of the following data elements that relate to such individual:



(a) Social Secufity nufnber; (l;) driver’s license _ﬁumber; (c) state- or federally-issued
identiﬁcaﬁon card number; or (d) financial account number or credit or debit card number, in

' corﬁbination witﬁ any required seéurity code, access code, or password that \fifould permit access
to the consumer's financial account;

il. Biometric information, meaning data generated by electronic
measurements of an individual’s uniqué ‘physical lcharac’teristics, such as a fingerprint, véice
print, retina or iris image, or other unique physical charac‘;eﬁstics_ or digital representation
thereof;

| ii. A user name of e-mail address in combination with a passWord or
security question and answer that would permit access to én online account; or
iv. Any category of personal information found in the definition as set.
fOI"[il in Virginia Code § 18.2-186.6 as of September 7, 2017. .

V. “PROTECTED INDIVIDUAL;’ shall mean an individual who meets the
deﬁnition of protected consumer set forth in 15 U.S.C. § 1681c-1(j)(1)(B), and any amendments
thereto. |

w. - “REINVESTIGATION” or “REINVESTIGATE” shall mean the process
set forth in 15 U.S.C. § 16811, and any amendments thereto. | | | |

X. “SECURITY EVENT” shall mean any compromise, or threat that giyes

riseto a reason;;ble likelihood of compromise, B,y.unauthorized access or inadvertent disclosure
impacting the confidentiality, integrity, or availability of PERSONAL INFORMATION of at

- least 500 United States consumers held or .‘stored within the EQUIFAX NETWORK, including
but not iimited to a data breach. For purposes ;)f this definition, “availability”’ shall not include

an intentional limitation on the availability of PERSONAL INFORMATION, such as for

/



- purposes of performing r_naihtenanee on the'EQUIFAX NETWORK. o
m, INJUNCTIVE-RELIEF |
| 7. | The duties, responsibilities, burdens, and obligations undertaken in cbﬁnectibn
with thié Judgment shall epply to EQUIFAX,‘ apd its directors, officers, and e_rnplt)yees.

8. - The injunctive terms. contained in this Judgment are being entered pu_rsﬁant to
Virgiﬁia Code § 59.1-203. |

" 3 'COMPLIANCE WITH LAW

9. | EQUIFAX ehall comply with state consumer pretection and personal information
_ proteetion laws, including the VCPA,' in eonnec_ti011 with its collection, maintenence, and
safeguarding of PERSONALi INFORMATIO_N of consumers in Virginia.

| 10. VEQUIFAX shall not make a misrepresentation which is capable of mi_sleading

consumers or fail to state a materiel fact if tilat fai‘lufe is »capable of misleading consumers
-. regarding the e);tent to which EQUIFAX maiﬁtains and/or prot-ects- the p‘rivacy, secﬁrity, ,
confidentiality, or integrity of any PERSONAL'IN FORMATION eellected from or aBout
'eohsumers. ' | - .

11. EQUIFAX shall nof offer, provide, or sell any good or service in violation of 1.5
- U.S.C. §‘ 1681c-1(i), and aﬁy amen_dm‘ents thereto. | -

v» 12.  EQUIFAX shall comply with Vifginia’s breach-of personal information

notiﬁeatioﬁ_'statufe, Virginia Code § 18.2—186.6.' . |
| 'INFORMATION SECURITY PROGRAM |

13. Within ninety (90) days after the EFFECTIVE DATE and for a period of seve_ﬁ
(7) years, EQUIFAX shall implement, maintain, reguiarly re_view and reviee, and comply with a

comprehensive information security program (“Information Security Program™) the purpose of



which shall Be to take 'reasonable steps to prptept the confidentiality, integrity, and availability of
PERSONAL INFORMATION on the EQUIFAX NETWORK. EQUIFAX’s Infonnatipn B
: S_ecun'fy i’rogram shall be documented in the GOVERNANCE PROCESSES and shall contain
' .administrative, technical, énd physical safeguards appropriate to:
a. The size and compleXity of EQUIFAX’s operations;
b. . The néture énd scope of EQUIF AX’s activities; and '
C. The sensitivity of the PERSONAL INFORMATIOI\\I on the EQUIFAX |
NETWORK. | | | | |
The Information Security Program required by this Judgment shail include the requirements of
.Paragrap:hs 14 through 40 in thié Judgment.
14, Tile principles of zero-trust should be considered and, where reasonably feasible,

- utilized in the design of EQUIFAX’s Information Security Program.

15. EQUIFAX may satisfy the impleméntation and maintenance of the Information
Security Prp gram and the safeguards reéuired by this Judgment thrpugh review, mainténance, ‘
and, if necessvary,‘updat»ing'v, of an existil_lg information security program or existing safeguards,
provided that such 'exisﬁng informatiop security program and existing safeguards mget the
requirements set forth in this J udgment.

16. EQUIFAX shall employ an executive or officer who shall be responsible for
implementing, maintaining, and monitqring the Information Security Prdgram (for ease,
hereinafter referred to as the “Chief Information Sgacurits/ bfﬁcef”). The Chlief Information -
Security Officer shall have the educétion, qualifications, and gxperiencg appropriate to'the lev_el, '
size, aﬁd complexity of her/his role in ilnplementing,' maintaining, apd monitoring the

Information Security Program. This Chief' Information Security Officer shall report annually to



the EQUIFAX Board of Directors on the adequaéy of EQUIFAX’S Information Security
Program. The Chief Informaﬁori Security Officer shall also, at any meeting of the Board of
Directors' c;dncerning the security pbsture or security risks faced by EQUIFAX and at each
quarterly meeting of the Technology Committee of the Board of Directors, prbvidetréports to
EQUIFAX’s Board of Directors, and shall inform, édviée, an‘d. updaté the Board of Directors or
.Technolo gy Committee regarding EQUIFAX’s security postﬁre and the security risks féced by
EQUIFAX. The Chief Information Security Officer shall report to the Chief Executive Officer,
as well as a member of EQUIFAX’S Board of Directors, in the event that the Chief Execuﬁve
Officer is nof a member of the Board of Directors, .(i) any unauthorized intrusion to the
EQUIFAX NETWORK within forty-eight (48) hours of discovery that it is a SECURITY
EVENT and (ii) any “THIRD-PARTY REPORTED EVENT” as defined in Paragraph 23 withi_n
forty-eight (48) hours of receipt 6f the report from the third—_party vendor. The qﬁarterly reports
to the Technology Committee shall also include all SECURITY EVENTS or THIRD-PARTY
REPORTED EVENTS that were reported to the Chief Ekecutive Officer after the previous
regular report. \

17».A EQUIFAX shall employ for each of its United States business units an éfﬁcer
who shall be responsible for implementing, maintaining, and monitoring the Information
Security Pro gram for that business unit (for ease, hereinafter referred to as a “Business
I_nformation Security Officer”). Each Business Information Security Officer shall have the
education, qualifications, and experience ;clppropriat.e to the-level,' size, and complexity of the
Businesé Information Security Officer’s role in'impAlementing, maintaining and monitoring the
Information Security Prb gram. Each Buéiness Information Security Officer shall be responsible

for regularly informing, advising, and updating the Chief Information Security Officer or his/hér

10



~ designee regardi.ng the security posture of the business unit for which lie/she is responsible‘, the
security risks faeed by the relevant business units, and the implications of any decision the
Business information Securi'ty Oi’ﬁcer makes that may materially- impact the security posture of :
the business unit.

18. | -EQUIFAX shall ensure that the Chief Information S_ecurity Oi'ﬁcer, Business
Inforrnation Security Ofﬁcers,' and Information Security Program recei\‘/e the resources and
support reasonably necessary to ensure that the Information éecuﬁty Program ,functions as
required by this J udgment. |

19, Employees who are responsible for implementing, maintaining, or monitoring the
Information Security Program, including but net limited to the Chief Information Seeurity
Qfﬁeer and Business Information Seeurity Officers, must hav_e sufficient knowledge of the
~ requirements of this J udgment and receive specialized training on safeguarding and protecting
consumer PERSONAL INFORMATION to help effectuate EQUIFAX s comphance w1th the
terms of this Judgment. EQUIFAX shall prov1de the traming requlred under this paragraph to all
employees w1th1n sixty (60) days of the EFFECTIVE DATE of this J udgrnent or prior to an
employee starting their responsibilities for implementing, 'rnaintaining, or monitoring the
Infoi‘mation Security Program.. On an annual basis, or more ﬂequentlyif appropriate, EQUIFAX
shall provide training on safeguarding and protecting PERSONAL INFORMATION to its.

4 ernployees who handle PERSONAL INFORMATION and its ernployees respensible fer
1mplement1ng, malntainlng, or monltoring the Information Security Program.

20.‘ EQUIFAX’s Information Security Program shall be designed and 1mplemented to
ensure the appropriate 1dent1ﬁcatlon, investigation of, and response to SECURITY EYENTS.

21. © EQUIFAX shall implement and maintain a written_ineident response plan to

11



prcpére for and respond to SECURITY EVENTS. EQUIFAX shall revise and update this
response plan, as necessary, to adapt to any changes to the EQUIFAX NETWORK. Such a plan

shall, at a minimum, identify and describe the following phases:

L Preparation;
II. Detection and Analysis;
I11. Containment;
IV. Notification and Coordination with Law Enforcement;
V. Eradication;

VL Recovery;

VIIL Consﬁmer Reéponse (including consideration of appropriate
staffing levels, training, and written materials), and Consumer and
Regulator Notification and Remediation; and

VIIL Post-Incident Analysis.

22.. EQUIFAX shall conduct, at a minimu;n, biannual incident response plan
exercises (“table-top exercises™) to test and assess its preparedness to respond to a SECURITY
EVENT. These exercises shall include the following, as appropriate:

a. | Planning for sufficient staffing levels to handlé a high volume of potential
consumer trafﬁc and provide consumers access to live agents in a reasonable amount of time;
/ b. Plal}ﬁing employee training to provide relevant, useful, and acc;urate‘
information to consumers, including how to place fraud a]erts or secun'fy freézes;
c. Prepariﬁg writfen materials to provide to consumérs th_at CLEARLY AND

CONSPICUOUSLY disclose relevant information; '

d.. Planning for any necessary online resources to be compliant with the

12



Americans wiili‘ Disabilities Act .(ADA);
e. . Planning for oral and V\iritten consumer communications in multiple
Ianguages depending on ihe nature of the tabl.e-top exercise; and
f. Considering the translation of state-required data breach notifications to
consumers into multipIe languages including Spanish, Chinese, Tagalog, Vietnamese, Arabic,
French, and Korean depending on the nature of the table-top exercise.

23.‘ - EQUIFAX shall oversee its third-party vendors who have access to the
EQUIFAX NETWORK or who hold or store PERSONAL INFORMATION on EQUIFAX’o
behalf by maintaining and periodically reviewing and revising, as néeded, a GOVERNANCE
PROCESS for assessing vendor complianco in accordance with EQUIFAX’S Information
Security Program including whother the vendor’s security safeguards are appropriate for that
business. That GOVERNANCE PROCESS shall require vendors by contract to implement and |
maintain such safeguards and to notify EQUIFAX within seventy-two (72) hours of discovenng
a SECURITY EVENT (a “THIRD-PARTY REPORTED EVENT?).

PERSONAL INFORMATION SAFEGUARDS AND CONTROLS

24, EQUIFAX shall maintain and comply with a GOVERNANCE PROCESS
establishing that PERSONAL INFORMATION will be collected, processed, or stored to the.
minimum extent necessary to accomplish the intendod 1egitimaiie business purpose(s) in using
such information.

25. EQUIFAX shall maintain, regularly review, revise, and comply with a

| GOVERNANCE PROCESS requiring EQUIFAX to either ENCRYPT PERSONAL
INFORMATION or otherwiéeimplement COMPENSATING CONTROLS to protect

PERSONAL INFORMATION from unauthorized access, whether the information is transmitted

13



. “electronically from the EQ-UIFAX' NETWORK or is stored in the EQUIFAX NETWORK.
26. EQUIFAX shall make reésonable efforts to reduce its use and storage of
consumer Social Security numbers. It shall:

a. Actively seek to and, where possible, pai'ticipate in an external
organization or working group focused on the development and implementatibn of alternative
means of identity authentication with a goal of identifying options for 'minimizing its use of
Social Security numbers for identity authentication purposes, to the extent that aiiy such group
exists;

b. Conduct an internal study of the primary instances in which Social
Sécurity numbers are collected, maintained, or used on the EQUIFAX NETWORLK, including
- for consumer authentication purposes, and e\}alua’pe potential alternatiyes to such colleétion,

maintenance, or use. In evaluating such alternatives, EQUIFAX may C(insider, among other
_things', the impact on privacy, security, redu_cing identity theft and fraud, and ease of
incorpoiation into E.QUIFAX’S business processes. Updn the conclusion of this study, or within
oile year of t}ie EFFECTIVE DATE, whichever is sooner, the study shall be provided to the -
‘ Chief Executive Officer, who shall establish a working grbup to implement identified
eilternatiVes, where feasible. EQUIFAX shall also provide a copy of the stuiiy to the Califoinia
.Attorney General’s Ofﬁcé.
1. The California Attorney General’s Office may provide a copy of
the study received from E'QUIFAX.to the Viiginia Attorney‘General upon request.
ii. The study and aii information contained therein, to the extent
permitted by the laws of the Commonwealth of Virginia: shall be treated by the Virginia

Attorney General’s Office as confidential; shall not be shared or disclosed except as described in

14



sﬁbsection (1); and shall be treated by the Virginia Attorney Genéral"s Office as exempt' from
. disclosure under the relevant public records laws of fhe Commonwealth of Virginia. In the event
that the Virginia Attorney Gen;ral’s Office receives any request from the public for the study or
other confidential documents under this Judgment and believes that such information is subject
to disclosure under the relevant public records laws, the Virginia Attorney Géneral’s Office
agrees to provide EQUIFAX with at least ten (10) days advance notice l;efore producing the
informafion, to the extent permitted by state law (and with any requirea lesser advance notice),
so that EQUIFAX may tak¢ appropriate action to defend against the disclosure of sﬁch |
information. The nptiée under this paragraph shall be provided. consistent with the notice
requirements contained in Paragraph 81. Nothing contained in this subparagraph shall alter or
limit the obligations of the Virginia Attorney General that may be imposed by the relevanf public
records laws of the Commonwealth of Virginia, or by order of any court, regarding the
maintenance or disclosure of documents and information‘supplied to Virginia Attorney General
except with respect to the obligation to notify EQUIFAX of any potential disclosure.

C. Maintain authentication protocols that do not allow consumers to access
PERSONAL INFORMATION from EQUIFAX in connection with direct-tc;-consumer products
and services, such as credit monitoring z;nd CREDIT REPORTS, using only a name in
combinatio’n.with a Social Security number; and |

d. - implement a GOVERNANCE PROCESS that contractually requires
EQUIFAX ;eseller customers who receive consumer PERSONAL 'INF ORMATION from
EQUIFAX to maintain authentication protocols that do not allow consumérs to access
PERSONAL IN FORMATION from EQUIFAX in connection with direct-to-consumer products

and services, such as credit monitoring and CREDIT REPORTS using only a name in

15



combination with a Social Secﬁrity number.

27.  EQUIFAX shall ENCRYPT Social ASecurity numbers when they-are stored in the
EQUIFAX.NETWORK or transmitted electrbnically from the EQUIFAX NETWORK, or
: otherwi‘se implement COMPENSATING CONTRbLS to protecf Social Security numbers from
unauthorized access. | |

28-. EQUIFAX shall maintain, regularly review and revise as necessary, aan comply
with a GOVERNANCE PROCESS that i)rovides, for the secufe disposal, on a periodic basis, of
: PERSONAL INFORMATION that is no longer necessary fbr the legitimate business purpose for -
which the PERSONAL INF ORMATION was collected, processed, or stored, except where such
information is otherwise required to be maintained by 1av§. o |

SPECIFIC TECHNICAL SAFEGUARDS AND CONTROLS

29.  Managing Critical Assets: EQUIFAX shall rate all software and hardware
within the EQUIFAX NETWORK based on criticality, factoring in whethér such assets are used
to collect, process, or store PERSbNAL INEORMATION.

- 30. Segmentation:
a. EQUIFAX shall maintain, regularly review and revise as necessary, and
- comply with its segmeﬂtation protoc-ols>and related policies that are réasonably devsi gned to |
properly segment the EQUIFAX NETWORK, which shall, at a minimum, ensure that systems
communicate with each éther in a secure manner and only to the extent necéssary to perform
| tﬁeir business and/or operational functions, and that databases are segmented except from
systems with wHic;,h they are réquired to interact.v |
Al b. EQUIFAX shall regulérly evaluate, and, as appropriate, restrict aﬁd/or

disable any unnecessary ports on the EQUIFAX NETWORK.

16



| c.. . EQUIFA'X‘s'hall lo gically separate its .production_ and non-prociuction
environinents in the EQUIFAX NETWORK, including the use of appropriate technolo gicai
safegnards to prOtect.PF;RSONAL INFORMATION'-witIiin vnon-prod'uction environments. '
31. Penetration Testing/Risk Assessment: |
o a. EQUIFAX shall maintain and regularly review and revise as necessary-a
risk-assessment program designed to continually identify and assess risks to the EQUIFAX
' NETWORK. In cases where EQUIFAX deems a risk o -be»acceptable, EQUIFAX shall generate
and retain a report demonstrating how such risk is to be rnanaged in -consideration of cost or |
.dif.ﬁcultyin implementing effective countermeasures. All- reports shall be maintained by the
_lChief Information Seeurity Officer or his or her designee and be available for inspection by the
Third-Party Assessor desc'ribed. in Paragraph 61 of this Judgment. |
| | b. . EQUIFAX_shall irnplernent and 'rnaintain a risk-based penetration-testing .
» prograni reasonably desigiied to identify; assess, and rernediate security vulnerabilities within the
| EQUIFAX NETWORK. This program shall in’clu’tle at least one annual penetration test of all
: externally-facing applications within the EQiJIFAX NETWORK and at least one Weekly
vulnerablhty scan of all systems within the EQUIFAX NETWORK. |
| C. ; EQUIFAX shall rate and rank the critlcallty of all vulnerablhtles 1dent1ﬁed |
as a result of any vulnerability scanmng or penetration testing that it performs on the EQUIFAX
NETWORK in ahgnment with an established industry-standard frarnework (e. g, NVD, CVSS,
- or equivalent standard). For each vulnerability t}iat is ranked as most critical, EQUIFAX shall
~ commence remediation pl'anning.within twenty;fonr (24) honrs after tne vnlnerability has been
ratedl as critical and shall apply‘ 'the remediation within one (1) week after the vulnerability nas

_ received a critical rating. If the reme_diationrcannot be applied within one (1) week after the
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vulnerability has received a critical rating, EQUIFAX shall identify existing or implement new
COMPENSATING CONTROLS designed to protect PERSONAL INFORMATION as soon as
practicable but no later than one (1) week after the vulnerability relceivéd a critical rating.
32. Access Control and Account Management:

| a. EQUIFAX shall implement and maintain appropriate controls to managé
access to, and use of, all EQUIFAX NETWORK accounts with access to PERSONAL
INFORMATION, including, wifhout limitation, individual accounts, administrator aécounts,
service accounts, and vend'or accounts. To the extent that EQUIFAX maintains accounts
réquiring passwords: T

i Such controls shall include strong passwords, password
‘ conﬁdentiality policies, password-rotation policiés, and two-factor authentication or any other
equai or greater authentication protocol, where technically feasibie. For purposes of this
péragraph, any administrative-level passwordé shall be ENCRYPTED or secured using a
password vault, privilege access monitoring, oran equal or greater security tool that is generally
accepted by the security industry. |
1i. EQUIFAX shall implemept and maintain appropriate p'(.)licies for -
the secure storage of EQUIFAX NETWORK account passwords based on industry best
_practices; for example, hashing passwords stored online using an appropriate hashing algorithm
" that is not vulnerable to a collision attack together with an appropriate salting policy, or other
equivalgnt or stronger i)rotections.
b. = EQUIFAX shall implement and maintain adequate access controls,

processes, énd progedures, the purpose of which shall be to grant access to the EQUIFAX

NETWORK only after the user has been properly identified, authenticated, reviewed, and
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approved.

C. EQUIFAX shall as soon as practicable; and witflin forty-ei ght-(48) hours,
terminate access privileges for all persons whose access to the EQUIFAX NETWORK is no
longer required or appropriate. | |

d. EQUIFAX shall limit access to PERSONAL INFORMATION by persoﬁs
accessing the EQUIFAX NETWORK on a least-privileged basis. |

e.. EQUIFAX shall regularly inventory the users who have access to the
EQUIFAX NETWORK in order to review and determine whether or not such accees remains
necessary or appropriate. EQUIFAX shall regularly compare termination lists to user accounts
to ensure access privileges have been appropriately terminated. At a minimum, such review
shall be performed on a quarterly basis.

f. EQUIFAX shall implement and maintain adequate administrat{i’on
processes and pfocedures to store and monitor the aceount credentials and access privileges of
employees who have privileges to design, maintain, operate, and update the EQUIFAX -,
NETWORK.

g. | EQUIFAX shall implement and maintain controls.to idenﬁfy and prevent
unauthorized devices from accessing the EQUiFAX NETWORK such as a network accese
controller or similar or more advanced technology. |

33.  File Integrity Monitoring: EQUIFAX shall maintain controls designed fo
i)_rovide near real-time notification of unauthorized modifications to the EQUIFAX NETWORK.
The notification shall include information available abo'ut ;the mediﬁcaition including, where
available, the date of the modification, the source of the mediﬁcation, the type of modiﬁeation,

and the method_ used to make the modification.
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34.  Unauthorized Applications: EQUIFAX shall maintain controls designed to’
~ identify and protect against the execution or installétion of unauthorized applications on the
EQUIFAX NETWORK. |

35. | Logging and Monitoring:

a. _};QUIFAX shall implement‘controls the purposes of which shéll be to
monitor and log material security and operational activities on the EQUIFAX NETWORK, to
report anomalous activity through the use of appropriate platforms, and to require that tools ﬁsed
to perform these tasks be appropriately monitored and tested to assess proper confi guration and
maintenance. |

b. All SECURITY EVENTS shall immediately be reported to the Chief
Information Security Officer and appropriate Business Information Security Officer, and in ﬁo |
event more than eight (8) hours from the identification of the SECURITY EVENT. Any
-vu.lnerability that is associated with a SECURITY EVENT shall be remediated within twenty-
four (24) hours of the identification of the vulnerability. If that vulnerability cannot be
remediated within twenty-four (24) hours of its identification, then EQUIFAX shall implement
COMPENSATING CONTROLS or decommission the system within fwenty-four (24) hours of
the identification of the vulnerability.

c. EQUIFAX shall monitor on a daily basis, and shall test on at least a
monthly basis, any tool used pursuant to this paragraph, to properly configure, regularly update,
and maintain the tool, to ensure that the EQUIFAX NETWORK is adequately monitored.

36.  Change Control: EQ.UIFAX',shall maintain, reguiarly review and revise.as
necessary, and comply with a GOVERNANCE PROCESS established to 1ﬁanage and document

changes to the EQUIFAX NETWORK. Ata minimum:
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a. | EQUIFAX shall define the roles and responsibilities for those involved in
the change control process, including a board respoasiblc for reviewing changes (for easé,
| hereinafter referred to as the “Change Advisory Board”). The Change Advisory Board shall
include stakeholders from the appropriate business and informational technology units. The
Change Advisory Board’s responsibilities shall includev: managing overall change control
poiicies and procedures; providiné guidance regarding the overall change control palicies and
procedures; conducting an annual audit of change requests to ensure that changes to the
EQUIFAX NETWORK are properly aﬁalyzed and prioritized; and reviewing, approving, | :
evaluating, and scheduling requests for changes to the EQUIFAX NETWORK.

b. The change c’ontroi policies and procadures shall address the process to:
fequest a c;hange to the EQUIFAX NETWORK; determine the priority of the change; détermine
the change’s impact on the EQUIFAX NETWORK, thé security of PERSONAL |
INFORMATION, and EQUIFAX’s ongoing business operations; obtain the appropriate
approvals from required personnel (e.g., change requester, business unit, Business Information
Security Officer, Change Advisory Board); develop, test, and implement tﬁe change; and review
and test the impact of the change on the EQUIFAX NETWORK and the sécurity of PERS’ONAL
INFORMATION after the change has been made. The change controi policies and procedures
required by this paragraph shall require that any changes to the EQUIFAX NETWORK be
evaluated regarding potential risks, and that all changes receive appropriate additional or
heightened (i) analysis, (ii) approvals from required personnel, and (iii) testing.
| - c Any action with respect to any changes to the EQUIFAX NETWORK
(requesting, analyzing, appravillg, developing, implementing, and reviewing) shall be |

documented and retained, with the documentation approﬁriately secured and stored in
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repositories that are scoped to an application, business upit,.and/or‘ geography and are accessible
to éppropriate security personnel. |

37.  Asset Inventory: EQUIFAX shall utilize manual processes and, where
practicable, autémated tbol(s) to regularly inventory and claséify, and issue reports on, all assets
that compﬁéé thé EQUIFAX NETWORK, inciuding butvnot limited to all software,_épplications, |
net@ork corﬁponents, databasés, data‘stores, tools, technology, and systems. The asset inventory
as well as applicable conﬁguration and change management systems shall, at a mihifﬁum, '
collectively identify: (a) the name of the asset; ‘(b) the version of the. asset; (c) the o.wn.er of the
asset; (d) the asset’s location within the EQUIFAX NETWORK; (¢) the asset’s criticality rating;

" (f) whether the asset collects, processes, or stores PERSONAL INF ORMATION; and (g) each
security update and securify patch applied or instélled during the preceding period.

38. Digital Certificates: EQUIFAX shall implement‘ and maintain a digitél
cervtiﬁcate. managément tool or service the purpose of which shall be to inventory digifal.
éertiﬁcates that expire longer than a week after their creation and that are used >to aufhenticate
servers and systems in the EQUIFAX NETWORK. The system or tool required by this -
paragraph shall manage the life éycle of all such digital certificates, including whether to issue,
cancel, renew, reissue, of revoke a dfgital certificate. The system or tool required by this
paragraph shall track the expiration date of anylsuch digital certificate and ‘provide- notification of
such expiration to the custodian of the certiﬁcate key thirty days (30) prior to. expiratién, ten daysv
.(10) pric;r to expiration, and on .the date the di gital certificate expires. Digital certificate fqr
purposes of this paragraph shall include a security token, biometric identifier, or a cryptographic -

| key used to pfotect externally-facing systems and applications.
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39. Threat Management: 'E_QUIF AX shall estéblisTl a threat management program '
which shall include the use of aﬁ;tomated to:ols.to continuously monitor the EOUTFAX
NETWORK for active threats. EQUIFAX shall ﬁonifor on a daily basis.,A and shall tes;c oﬁ.at
l_e_ast‘a rrTontilly basis, any tool used pufs;uant To this p.ar.agraph', to assess .whether the monitoring
* tool is regularly confi gured,‘ tested, ahd updated. |

| 40. 3 Updates/Patch Maﬁagement: EQUIFAX shall maintain, keép updated, apd -
support the soﬁw'are 'on the EQUIFAX NETWORK, takiﬁg into éonsidération the impact a |
software update will ha\}é on data security in the ébntext of the EQUIFAX NETWORK and its
ongoing business and network opefatioﬁs, and the scope of tllle-resou.rcesr‘equired_ to main.fe-;in,
' »update, and éupport the. s,oﬂwafe. Ata minimum, EQUIFAX shall also do the following:
a. - For-any soft\;vare that will no longer be Supported‘by its manufacturer ora .-
third party, EOUIFAX'shall commence the evah_iaﬁén an& pianning to replace the software or to
* maintain the software §vith apprdpriate COMPENSATIN G CONTROLS at least tv;zo (2) years
prior to the date on Which fche manufacturer’s or fhird party’s support will-(.:i_aase, of from the déte |
the nianufacturer or thi:rd paﬁy arTnounces that it’ is no longer supporting fhe software if sﬁch
period is less than two 2) yéafs. If EQUIFAX ié tnable to cofnmence the evaluation and
- planning in the timeﬂéme reciuired by thié subparagraph, it shall prepare. and maintain a written
excéption thatA shall include; | | | |
1. | A description of why the éxception is appropl;iate; e.g., what
business need or circurﬁstance sﬁpporfs the e.xce'ption.; | |
i An assessmeht‘of the potential'ﬁsk poséd by the eXcgption; and
iii. * A.description of the schedule'fhat will be used to evaluate and plan - -

for the replaé‘ement of the software or addition of any COMPENSATING CONTROLS.
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b. EQUIFAX shall maintain reasonable controls to address the potential
impact secunty updates and securlty patches may have on the EQUIFAX NETWORK and shall:
i Maintain a patch management solutlon(s) to manage software
' 'patches that includesthe use of automated, standatdlzed patch management distribution tool(s),
wﬁenever technically feasible, to: maintain a 'database of patches; deploy patches to endpoints;
verify patch installation; and retain patch history. The patch management pro gtam must also
have a dashboard or otherwise report on the success, failute, or other status of any security
update or security patch;- and
il Maintain a tool that includes an automated Common
Vulnera‘bilities and Exposures (CVE) feed. vThe CVE tool required by this sub_paragraph shall
provide EQUIFAX regular.-updates thr_oughout each day regarding known CVEs for ve_ndor-
: _purchased software abplications in use within the EQUIFAX NETWORK. EQUIFAX 'may
sattsfy its obligations under this subparagraph by using an industry-standard vulnerability
scanning tool The CVE tool required by this subparagraph shall also:
(a)  Identify, confirm, ‘and enhance dlscovery of the parts of the
EQUIFAX NETWORK that may be subj ect to CVE events and/or incidents;
(b) Scan the EQUIF AX NETWORK for CVEs; and
(c) Scan the EQUIFAX NETWORK to detemine whether
* scheduled security updates and patches have been successfully installed, including whetherbany
security updates or patchesr.ated as critical have been installed consistent with the requirement of
. this Judgment.
c. EQUIEAX shall appoint an individual (*Patch Superviser”) who shall

-report up to the Chief Technology Officer and shall be responsible for overseeing a team (“Patch
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Managemenf Group”) of other individuals responsible for regularly reviewing and maintaining

the requirements set forth in tﬁis paragraph. The Patch Supervisor and the members of the Patch
| Management Group shall includa persbns_ with appropriate experiencj:e and qualifications.

d. The Patch Manage;nent Group shall be resﬁc_msible for:
| 1. Monitoring software and application security updates and security

patch management, including but not limited to, receiving notiﬁcatio'ns,fro.r.n the tools installed

pursuant to subparagraph (b) and ensuriﬁg tha appropriate and ﬁmely application of all security
ui)dates and/or security patches;

ii. Monitoﬁng compliance with policies and procedures regarding
ownersﬁip, supervision, evaluation, and goordination of the maintenance, man‘agement,and
application of all securi;cy patches and software and application security updates by appropriate
information-technolo gy (IT) application and system owners; -

1ii. Supervising, evaluating, and coordinating any system patch
managemeﬁt tool(s) such as thoae identiﬁea in subparagraph (b); and

iv. A training rquiremcnt for individuals responsible for
| implementing and maintaining EQUIFAX’s patch management policies.

€. EQUIFAX shall use the inventory created pursuant to Paragraph 37 in its
regular opefations to assist in identifying assets within the_ EQUIFAX NETWORK for purposes
of applying security updates or security patches that have been released.

f. . EQUIFAX shall employ processes and procedufes to ensure the timely
scheduling and installation of any securify update and security patch, considering (without

limitation) the severity of the vulnerability for which thé_ update or patch has been released to

address, the severity of the issue in the context of the EQUIFAX NETWORK, the impact on
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EQUIFAX’S onigoing business and nefwork operations, and the risk ratinés articulated by the
“relevant software and application vendors or disseminated by the United States Computer |
- Emergency Readiness Team (US-CERT). Such patch management policies shall require
EQUIFAX to rate as cfitical, high, medium, or low éll patches and/or updates, rating as “critical”
all patches or updates intended to prevent any vulnerability that threatens the safeguarding or
security of any PERSONAL INFORMATION maintained on the EQUIFAX NETWQRK. If
EQUIFAX does ridt accept or increaée the risk ratingé disseminated by eifher a software or
application vendor or US-CERT for extemally—félcing applications on the EQUIFAX :
NETWORK, EQUIFAX shall identify fqr ény update or patch for-which it is attaching the lower
risk rating, ;che assets to which it applies, and create a written explanation that shall include:

1. | A description of why the lowered risk rating is appropriate, e.g.,

what business need or circumstance exists that supports the rating;

| il. .~ A description of the alternatives that were considered, and why
they were not approbriate;v

| ii. An assessment of‘lthe.potential risks posed by the revised risk
rating; | |
iv, The anticipated length of time for tﬁe réting, if the revised risk
rating is temporary; and
| .V. . To the extent épplicable, a plan for managing or mitigating those

: risks identified in subparagraph iii (e.g. COMPENSATING CONTROLS, alternative
approaches, methods). .
The written cxplahation required by this subparagraph shall be prepared within twenty—fo'u'r'(24)

hours of its determination to apply a lower rating, and upon revising the rating, the update or
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‘patch shall be treate‘d under EQUIFAX’S applicable patch mahagement policies, standards, or’
precedures in accordance with its revised }rating.

g EQUIFAX shall, within twenty-four (24)‘hours, »if feasible, but not later
than forty-eight (4.8)- hours of rating any security .uﬁdate or patch as critical, either apply the
update or patch to the EQUIFAX NETWORK or take the identified application offline until the
ui)date or patch has been successfully applied. If EQUIFAX isnot able to, within forty-eight
(48) hours of Irating any security update or patch as critical, either apply the update or patch to
the EQUIFAX NETWORK or take the identiﬁed application offline, then EQUIFAX shall apply
COMPENSATING CONTROLS as appropriate.

| h. In connection »with the scheduling and installation of any critical patch |
and/or update, EQUIFAX shall verify that the patch and/or update was applied and installed
successfully thr_ou'ghout the EQUIFAX NETWORK. For each security up(iate or security patch
-rated as cri't.ical,- EQUIFAX shall maintain records identifying: (1) each critical patch or update
+ that has been applied; (2)vthe date(s) each patch or update was applied; (3) the assets to which
each patch or update was applied; and (4) whether each patch or update was applied and installed
- successfully (the “Critical Patch Management Records™). The Critical Patch Management
Records shall be reviewed on a weekly basis by the Patch Manegement Group.

i_. On at least a biannual basis, EQUIFAX shall perform an internal
assessment of its management and implementatioh of security updatee and patches for the
EQUIFAX NETWORK. This assessment shall 1dent1fy (i) all known vulnerablhtles to the
EQUIFAX NETWORK and (ii) the updates or patches applied to address each vulnerab111ty
The assessment will be formally identified, documented, and reviewed by the Patch Management

Group. -
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 41. Information Securitj Program Impleme'nfation: 'EQUIFAX repr_ése_nts that it
has worked énd will cqntinue to work in good faith fo comply with the requirements of the
Information Security Program set forth in this Jﬁdgrnent, As to Paragrapﬁs 24, 25, 26(c), 26(d),
27, 34,37, and 59, only, the Virginia Attorney General agrees that it shall not commence any
| action, the purpose of which would be to establish a violation of this order or a finding of
contempt until on or éfte; December 31, 2019, subject also to the requiremeﬁts of Parégraph 82,
- and that it Shall not commence any action, the purpos'e of Wthh would be to»est'abli.sh a violatioﬁ
of Paragraph 30 or a finding of contempt with respect to that péragraph, until on or after
D‘efcember'3l, 2020, subject also to the requirements of Paragraph 82.

| | H CONSﬁMER—RELATED RELIEF

42.  Extended Credit Monitoring Services: EQUIFAX shall offer AFF ECTED
CONSUMERS the opportunity to enroll in credit monitoring servicés to be pfovided at ﬁo cost
for an aggregate of ten (10) years Which may be satisﬁ.ed either througﬁ a court-approved
settlement in the MULTI-DISTRICT LITIGATION or pursuant to the Federal Trade
Commission (FTC) Stipulated Order For Permanent Injunction and Monefa_ry Judgment aﬁd the
Consumer Financial Protectioh Buréau (CFPB) Stipulated Order For Permanent Injunction and
Monetary Judgment. These credit monitoring services shall consist of the Three-Bureau Credit
~ Monitoring Services ‘set forth in Paragre_lph 43 and One-Bureau Credit Monitoﬁng Services set
' ’folrth in Paragraph 44.

43.  Three-Bureau Credit Monitoring Services: AFFECTED CONSUMER_S who
file valid claims shall bé eligible_ for at least four (4) years of a free T‘hre‘e-Bureau Credit ‘ |
Monitoﬁng Service. These four (4) years shall be provided in addition to any free credit

monitoring services EQUIFAX is currently providing or has previously offered as a result of the

\
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.- 2017 DATA BREACH. The Th_r_ee-Bureau Credit Monitoring Services will be,prov"idedand

maintained by an-independent third party. The Three-Bure_auCredit Mdnitoring Services snall '

"include: | |

a | Daily consumer CREDIT REPORT monitonng from each of the three

i nat10nw1de CONSUMER REPORTING AGENCIES .(EIS, Experian TransUmon) showing key
changes to one or more (_)f an AFFECTED CONSUMER’s CREDIT AREPORTS, including
automated 'alerts when the following occur: ne'w‘ 'accounts are epened; inquiries or requests for .

_an AFFECTED CONSUMER’S ‘CREDIT_ REPORT fdr the purpo.se of 'obtaining credit; changes

.- to an AFFECTED CONSUMER’s addre_ss; and negative information, including delinqueneies or.

' bankruptcies. |

b. On-demand onl_ine access o a free copy of an AFFECTED
CONSUMER’S Experian CREDIT REPORT, updated ona monthly basis;

c.l Automated alerts usmg pubhc or proprietary data sources, when data »
elements submitted by an AFFECTED CONSUMER for monitoring, such as Social Security
number, email addresses, or: credit card numbers, appear on suspicious websites, 1nclud1ng
websites on the ;‘dark weti;_’.’ and

d. One MilIion Dollars ($1,000,000) in identity theft insurance to cover costs
related to incidents of identity theft or identity fraud, with coverage prior to the AFF ECTED
| CONSUMER’S enrollment in the Three-Bureau Credit Mdnitering Service, provided the costs
. result from a stolen identity event first discovered during the pelicy period and subject to tne
terms of the insurance policy. |

44.  One-Bureau Credit Momtormg Services: AFFECTED CONSUMERS who ﬁle |

valid claims and enroll in Three-Bureau Credit Monitoring Serv1ces shall be eligible for single-
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bureau credit monitoringlservices (“One-Bureau Credit Monitoring Services™). EQUIFAX shall
_provide One-Bureau Cfedit Monitoring Services upon expiration of %he Three-Bureau Credit
Monitoring Services to AFFECTED CONSUMERS who enroll in the ’fhree-Bureau Credit
Monitoring Services. EQUIFAX shall provide One-Bureau Credit Monitoring Services for the
- period of time necessary for the aggregate number of years of credit monitoring provided under
Paragraphs 43 and 44 to equal ten (10) years. The cost of the One-Bureau Credit Monitoring
) Services shall not be paid from the Consumer Restitution Fund deseribed in Section V. of ';his
Judgment. One-Bureau Credit Monitoring Services will include the following:
a. Daily CREDIT REPORT monitoring from EQUIFAX showing key
| changes to an AFFECTED CONSUMER’s EIS CREDIT REPORT including automated alerts
when the following éccur: new accounts are opened.; inquiries or requests for an AFFECTED
ACONSUMFER’S CREDIT REPORT for the purpose of obtaining éredit; changes to an
AFFECTED CONSUMER’s address; and negative information, such as delinquencies or
bankruptcies. | |
B. On-demand online access to a free copy of an AFFECTED
CONSUMER’s EIS C‘REDIT REPORT, updated on a monthly basis; and
‘c. . Automated alerts using certain available public and propﬁetary data

sources when data elements submitted by an AFFECTED CONSUMER for monitoring, such as -
| Social Security numbérs, email addresses, or credit cafd numbers, appear 6n suspicioﬁs websites,

includiﬁg websites on the “dark web.” | |

- 45, For any AFFECTED CONSUMERS who were undér the age of 18 on May 13,

2017, EQUIFAX shall offer these consumers who make valid claims the opportunity to enroll in

credit monitoring to achieve an aggregate of eighteen (18) years of continuous credit monitoring
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at‘no cost which may be satisfied either through a couﬁ—approved settlement in fhe MULTI-
DISTRICT LITIGATION or pursuant to the FTC Stipulated Order For Permanent Injunction and
Monetary Judgment and the CFPB Stipulated Order For Permanent Injunction and Monetary
Judgment. These services shall include:

a. At least four (4) years of Three-Bureau Credit Monitoring Services, except
that during the period when an AFFECTED CONSUMER is under the age of 18, the services
provi_ded will be child monitoring services where the.parent or guardian can enroll the |
AFFECTED CONSUMER under the age of i8 to receive the following services: alerts when |
data elements submitte(i for monitoring appear on suspicious websites, such as websites on the
“dark web;” ‘and alerts when the Social Security number of an AFFECTED CONSUMER under
the age of 18 is associated with new names or addresses or the creation of a CREDIT REPORT
at one or more of the three‘ nationwide CREDiT REPORTING AGENCIES.

b. Followed by no more than fourteen (14) years of One-Bureau Credit
-Monitoring' Services, except that dufing the period when an AFFECTED CONSUMER is unden
thelag.e of 18, EQUIFAX will provide child moniforing services wher¢ the parent or guardian can
enroll the AFFECTED CONSUMER under the age of 18 in these services and must validate
their status as guardian. .These child monitoring seryices include: alerts when data. elements
such as a Social Security number subrnitted fof .rr.lonitoring appear on snspicious websites,
including websites on the “dark web;” for minors who do not have an EIS CREDIT REPORT, an
EIS CREDIT REPORT is created, locked, and'then monitored, and for minors with an EIS’
CREDIT REPORT, their EIS CREDIT REPOR;F is locked and then monitored.

46. . EIS shall offer all United States consumers two free copies of their EIS CREDIT

REPORT every 12 months, for at least five (5) years from the implementation of this paragraph.
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- EQUIFAX shall implement this paragraph by December 31, 2019.

47. Consistent with, and as required by federal law, EIS shall not collect any fees for
creating an EIS CREDIT FILE 'in connection with a request from a PROTECTED
INDIVIDUAL to place a security ﬁeeze on his/her EIS CREDIT FILE. Additionally, EIS shall

| not collect aﬁy fees for placing, temporarily lifting, or removing a security freeze on an EIS
CREDIT FILE.

48. EQUIFAX shall continue to refrain from charging consumers any fees for any
2617 BREACH RESPONSE SERVICES AND P‘RODUCTS'.

49. .EQUIFAX shall not request or collect payment information (such as payment
card information or financial account iﬁfomation) from consumers during their enrollment
process for any 2017 BREACH RESPONSE SERVICES AND PRODUCTS regyardless of
whether such enrollment is or was ultimately completed. This paragraph shail have no impact on-
prior or future collection of such information if collected for EQUIFAX products or sefviées '
outside of any 2017 BREACH RESPONSE SERVICES AND PRODUCTS.

50. EQUIFAX, inéluding by or through any partner, affiliate, agént, or third party,
shall not use any information provided by c‘onsumers (or the fact that the consumer provided
information) to enroll, or to attempt to enroll, those consumers in the 2017 BREACH
RESPONSE SERVICES AND PRODUCTS to sell, upsell, ‘or directly market or advertise its
FEE-BASED PRODUCTS OR SERVICES. Nothing in this paragraph, or in this Judgment,
shall relieve 'EQUIFAX of any obligation, or prevent EQUIFAX from complying with its
obligations, under federal and/or state law to offer and/or advertise security freezes. ' |

51. Consistent with,- and as requiréd by federal law, EQUIFAX shall provide

information regarding security freezes on its website. EQUIFAX shall not dissuade consumers
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from placing or choosing to place a security freeze. Should'EQUIFAX offer any standalone

| product or service as a;n alterngtive with substahtially similar features as a security freeze (e.g.,
Lock & Alert), it shall not seek t6 influence or p‘ersuade consumers to choose the alternative

~ product or _service instead of a security freeze.

52.  EQUIFAX shall not require. consumers to agree to arbitrate disputes with
EQUIFAX or waive cléss action rights or any other private right of action against E.QUIF AX
when receiving or enrolling in any 2017 BREACH RESPONSE SERVICES AND7PRODUCTS.

53. Dedicafed Resources for Coﬁtinued 2017 BREACH RESPONSE: For a |
period of three (3) years from the EFFECTIVE DATE, EQUIFAX shall devote reasonable and
sufficient resources focused on administering its efforts to support consumers relatéd t§ the 2017
B DATA BREACH (2017 BREACH RESPONSE?”), including but not limited to:

| a. Maintaining all consumer-facing internet tools and applications in such a
manner that they work feliably and quickly;
B. Establishing and maintaining sufflcient staffing levels to handle the
voiume of consumer traffic; |
c. _ Training employees to provide reléva'nt,. useful, and accurate information
to consumers who con;cact EQUIFAX regarding the 2017 DATA BREACH; -
d Promptly handling requests by consumers to place fraud alerts or security
freezes consistent with, and as required by, federal law; and
e. Ensuﬁng that the online resources are compliant with the Americans with
Disabilities Act (ADA). |
54.  EQUIFAX shall make the followin_.g digital communications available in Spanish,

Chinese, Tagalog, Vietnamese, Afabic, French, and Korean: (1) within sixty (60) days of
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content being finalized, all webpages that EQUIFAX makes available on its website, or on any
website that it operétes or controls that are dedicated to describing the te;ms of this Judgment
and any benefits available undef the Judgment; (2) all legally-required consumer notices
regarding any future data breach that are made available on its Websité, or on any website that it
operates or contrbls;v and (3) all notices énd claim forms that are made available on any website
operated by the settlement administrator. EQUIFAX méy éatisfy its obligation under fhis
paragfaph by providing an automated translation function on the applicable web page(s) which
automatically tl;ansl'ates all content capgble of being translated by the. éelected translation tool,
which, at a minimum, shéll translate text appearing directiy on _the weBsite.

55. Placing Freezes for PROTECTED INDIVIDUALS: | /

a. . Pursuant to Paragraph 51 and consistent with, and as required by, federal
law,- EQUIFAX shall provide information regarding security freezes on.itslwebpage, including
infbnﬁation on placing a security freeze on behalf of PROTECTED INDIVIDUALS. |

| b.- EIS shall place, témporarily-lift, and remove a security freeze fora
PROTECTED INDIVIDUAL consistent with and as required by federal law.
| c. = . EIS shall make good faith efforts to evaluate methods by which
representatives of PRQTECTED INDIVIDUALS may place, temporarily lift, or remove freezes.
on behalf of PROTECTED INDIVIDUALS and submit any required documentation via a secure
online connection on EQUIFAX’s website and take steps to implement such method(s) to fhe '
extent they are reas%)nably feasible and can be accomplished in a manner that complies with
federal law. |
56. - 'Consumer Assistancé Process: As part of or in addifion to that which is

required by federal and state law, EIS shall continue to offer direct assistance, processes, and
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informational resources to United Sfateé consﬁmers who have questiens about their EIS CREDIT
| FILE, who wish to place a fraud alert and/o; securin freeze on their EIS CREDI’I“ FILE, or who
have or may heve been the victim of fraud of identity theft. These processes shall include the
 ability for consumers to contact EIS online, by to'll'-free phone numbers; and by United States
mail, or any other reasenebly acceSsiBle means estéinshe(I by EIS to'communicate directly with
consumers. ' - |
a. At a minimum, EISI shall:
i. ' Haﬁdle consumer compleints regarding identity theft or fraﬁduIent
activity, which mﬁy iIlCIUdG dedicated teams to review and handle referred cofnplaints by the'
- Consumer FinanciaI Protection Bureau, Federal Trade Corhmissiori_, or other equivalent federal l'
_agen'cy, and the VirgirIia Attorney General; | |
ii. ~ Provide direct essistance and in%eﬁnetional_ resources, inclyding,
for exemple, Samﬁle template letters and checklists, to help censumers understand their EIS
CREDIT FILES and submit disputee rel_ated to their EIS CREDIT FILES;
| 1ii. Assist consumers In fulﬁlliﬁg requests for fraud alerts and placing,
._ temporarlly lifting, or removmg a securlty freeze on thelr EIS CREDIT FILE as well as prov1de-_. '
| '1nformat10n on how to contact the other CONSUMER REPORTING AGENCIES to place
" temporarily lift, or remove a secunty freeze
iv. Fulﬁll its responsibilities to REINVESTIGATE consumers’
dIsputes that infonnetioﬁ on their EIS CREDIT FILE is inaccurate or 1neomplete 1nclud1ng, as |
- appropriate, escalating disputes for fraud and icIentIty theft to agents specially.treined iﬁ'fraud
and identity theft protecti'on; | |

/

v.  Maintain enhanced consumer dispute results letters to assist
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consumers.in ﬁnderstanding the bésis jan.d results of EIst REINVESTIGATION process,
including the acfions taken :by EIS as a result of the copsumer.’s dispute, the role of the
FURNISHER in the REINVESTIGATION process, the results of the dispute including any |
modified or deleted information, and the options the consumer may take if dissatisfied with the
results of the REINVESTIGATION;

Vi. Provide informational resources on what supporting and relevant
consumer documents may assist a consumer in disputing information on his/her EIS CREDIT
FILE énd the methods available for consumers to submit documents;

Vii. Assist consumers who contact EIS in undefstanding the basis for
when EIS declines to block or rescinds a block pf information previéusly disputed as a result of
an alleged identity theft; .

viii. . Assist consumers disputing inaccurate or fraudulent information
and/or accounts by facilitating diépute or REINVESTIGATION requests with FURNISHERS via
the Automated Consumer Displite Verification (ACDV) pfocess; and

iX. | Refer consumers to available federal, state, and/or local resources
for additional information about consumer rights and identity theft protection measurés, such as |
the sources found at https://www.ideﬁtitytheﬁ. gOV.

b. EIS shall pfoﬁde direct assistance to members of the United States armed
forces, including without limitation members of the National Guard and military reserve,
(collectively “Service Members”), orv their spouses or other depéndents (collgctively. “Military
Families”).- At a minimum, EIS shall ﬁain a department or group to: help Service Members and
Military Families review tﬁeir EIS CREDIT FILES; review complaints regarding identity theft or

frauduleht activity; and help Service Members and Military Families place a security freeze on
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their EIS CREDIT FILES and implement active duty alerts. ‘

| c. EQUIFAX shall designéte a department or group to act as the point of
contéct for the Virginia Attorney General to directly contact and which will brovide assistance to-
consumers who ﬁavé submitted éomplaints to the Virginia Attorney General’s Office. This ~ ° )
departmént or group shall be trained in the specific provisions of this paragraph.

d. EQUIFAX shall develop a metilod to identify and traék consumer
complaints related to the 2017 DATA BREACH and report these metrics to the MULTISTATE
LEADERSHIP COMMITTEE as part of the Consumer Remedies Reports required by P'ciragraph
62 o.f this Judgment. | |

e. . Disclosure of the Consumer Assistance Process

i | EQUIFAX shall CLEARLY AND CONSPICUOUSLY disclose
on its websité the following components of the Consumer Assistance Process: the existence of
the processes and informational resources offered by EQUIFAX; the content of and how to |
access an EIS CREDIT FILE; the metilods to requést a fraud or active _duty alert, or take
advantage of any -security freeze feature on an .EIS CREDIT FILE; the methods to dispute the
accuracy or completeness of an item on an EIS CREDIT FILE; and informational materials for
Service Members and Military Families. EQUIFAX may comply with this parégraph by: (1)
maintaining a dedicated website page that describes or provides the fes'ources set forth above;
and (2) providing the consumer with a link to said dedicated website page.

ii.  For telephone calls with consumers related to the 2017 DATA
BREACH, EQUIFAX shall train staff to be prepared to discuss or aadress in appropriate
circufnstan(;es: the existence of the processes and informational': resources offered by EQUIFAX;

the eontent of and how to access an EIS CREDIT FILE; the methods to request a fraud or active
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duty alert, or take advan;cage of any security freeze featur'e‘on an EIS CREDIT FILE; the
hethod; to dispute the accuracy or complefeness of an item on an EIS CREDIT FILE; and
informational materials for Service Members and Military Families. EQUIFAX shall also
maintain documentation of this traiﬁing. |

f. .\ EQUIFAX shall maintain.reasonable and sufﬁcient staffing levels,
resources, and support necessary to respond to foreseeable consumer Eontact volume.

g The Virginia Attorney General agrees that it shall not commence any
action, the purpose of which wouldvbe to estabiish a violation of this paragraph or a finding of
contempt with respect to this paragraph, until on or after December 31, 2019, subject also to the
requirements of Paragraph 82. |

57. _bleclini'ng to Block Information in a CREDIT FILE: If EIS declines to block,
 as that term is used iﬁ FCRA, or rescinds any block on, the information in a CREDIT FILE that
" the consumér identifies as information that-resulted frorﬁ an alleged identity theft,‘ EIS shall
provide the consumer with additional‘s\teps the consumer can take if the REINVESTIGATION
of such information results in the information remaining on fhe cbnsuiner’s CREDIT FILE,
inciuding his/her ability to utilize the Escalated Identity Theft Block Process set forth in
Paragraph 58. EIS can choose to satisfy this provision. by drafting a form letter to send to
coﬁsumer that provides this information. This paragraph shall not limit or restrict EiS’s ability to
designate a dispute filing frivolous or abusive disbutes pursuant to 15 U.S.C. § 1681i(a)(3). The
Virginia Aﬁomey General agrees that it shall not commence any action, the purpose of which
- would be to establish a violation of this paragraph or a ﬁnding'of contempt with respect to this

paragraph, until on or after December 31, 2019, subject also to the requirements of Paragraph 82.
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58..} Eséaléted Iden'tity-Theft Block Process: If a consumer complains to a State
Attorney General that EIS declined to eithér block information or rescind the block of
information, the Virginia Attorney General may seﬁd- such complaiht to the departme'nt or group
designated pursuant to Paragraph 56(é) of this Judgment. Upon/referr.al, EIS will review and
process the consumer’s identity theft report and s‘hall take appropriate action to block the noted
- information or decline to block or rescind a block, as applicable, from the consﬁmer’s EIS
CREDIT FILE. This paragraph shall not limit of restrict EIS’s ability to designate a dispute
filing frivolous or abusive disputes pursuant to 15 U.S.C. § 1681i(a)(3). | | |

59. = Consumer Transparéncy: EQUIFAX shall post on the homepage of any -
website owned or controlled by EQUIFAX: a notice that details categories of the PERSONAL
INFORMATION EQUIFAX collects‘ and maintains, including NON-FCRA INFORMAT ION;
| how EQUIFAX collects the PERSONAL INFORMATION; how EQUIFAX uses the
PERSONAL INFORMATION; how EQUIFAX protects the PERSONAL INFORMATION;
whether EQUIFAX shares the PERSONAL INFORMATION with otheré, and if so, what
PERSONAL INFORMATION is shared and the categories of persons or entities with whom the
PERSONAL INFORMATION is shared; and whether constimers have control over their
PERSONAL INFORMATION, and if so, what kind of control they have and how to exercise the
control. »'If, EQUIFAX’s PERSONAL INFORMATION practices change, the notice shall be
updated to reflect those changes. EQUIFAX may comply with this paragraph by including this
information-in ifs opline privacy notices.

60.  Unless otherwise s'peciﬁed herein; Paragraphs 42 through 59 shall appiy for seven

(7) years from the EFFECTIVE DATE.
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A_SSESSMENT AND REPORTING REQUIREMENTS TO THE ATTORNEY GENERAL
| 61. Third-Party Assessment: During the time period established in Paragraph 13, |

'EQUIFAX shall obtain from an independent thirtl party an initial assessment, followed by

biennial assessments ef the Information Security Program required under the terms of this

J udgment (the “Third-Party Assessments”). .‘T'he Third—Party Assessments required by tnis

paragraph shatl be conducted bya third-party (the “Third-Party Assessor”).

a. The findings of each of the Third—Party Assessments shall be documented
in individual reports (the “Tnird-Party Assessor’s Reports™) that shalt:

I. ,4 Identify the specific administrative, technical, and physical
safeguards mei_ntained by EQUIFAX’s Information Seeurity Program,;
| 1. Document the extent to whieh the identified administrative,

technical and physical safeguards are appropriate eonsidering EQUIFAX’s size and complexity,
the nature and scope of EQUIFAX’s activities; and thevAsensitiVity of the. PERSOI\)IAL
INFORMATION maintained on the EQUIFAX NETWORK; and

1ii. Assess the extent to which the administrative, technical, and
physical.safeguards tnat.have been implemented by EQtJIFAX meet the requirements of the
Information Security Program.

b. . EQUIFAX may fulfill its assessment and reporting obligations under this
paragraph by providing a cepy ef the Third Party Assessor’s Report requirect under the FTC
Stipulated Order For Permanent Injunction and Monetary Judgment and the CFPB Stipulated
Order For Permanent Injunction and'MOnetary J udgment (the “Federal Security Assessment
Report™) to the California Attorney General’s Qfﬁce during the time period set forth. in -

Paragraph.13. The California Attorney General’s Office may provide a copy of the Federal
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Security Assessment Report received from EQUIF AX to the Virginia Attorney ‘General.’s Office
. upon request. |
c. Any Third Party Assessor’s Report provided pursuant to this parag-_raph
andall information contained the'rein,' to the extentipermitted by the laws of the Commonwealth
of Virginia shall be treated nby the Virginia Attorney General’s Office as_,conﬁdential; shall not -
be shared or dis'closed‘ except as described in subsection b; and shall be treated by the Virginia
- Attorney General’s Office as»' exempt from disclosure under the relevant public records :laws of-
- the Commonwealth of Virginia. In the event that the Virgihia Attomey General’s Office
“receives any request from the public to inspect any Third Party Assessor’s Report provided-
pursuant to this paragraph or other confidential 'doeuments under this Judgment and believes 'that
-such information is subj ect to disclosure under the relevant publ'ic rec.ords laws, the.Attorney
General’s Office agrees to provide EQUIFAX w1th at least ten (10) days advance notice before _
producmg the information, to the extent permitted by state law (and with any required lesser
advance notice), so that EQUIFAX may take appropriate action to defend against the disclosure
of such informati_on. The-notice under this paragraph. shall be provided consistent with the notice
requirements eontained in,Paragraph 81. Nothing eontained in this subbaragraph shall alter or
limit the obligations of the Virginia Attomey General that may be imposed by the relevant publie
- records laws of the Commonwealth of Virginia, or by order of any court, regarding the ‘
maintenance or disclosure of documents and 1nformat10n supphed to the V1rg1n1a Attorney
General except with respect to the.obhgation to notify EQUIFAX of any potent1a1 disclosure.
-62. Consumer Relief and Internal Metrics Report: EQUIFAX shall prepare a
report regarding its compliance with Paragraphs 53, 55, and 56 (“Consumer Remedies Report™)

as outlined below.
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a. The reportiﬁg periods for the Consumer Remedies Reports must cover:
(1) the first one-hundred and eighty (180) deys after the EFFECTIVE DATE for the initial
Consumer Remedies Repert; and (2) each one-year period thereafter for the following ﬁ\}e 5)
years.‘ '
b. " The Consumer Remedies Reports shall include the following information
and metrics:
i An organizational chart identifying the individuals employed or
contfacted by EQUIFAX to fespond to consumer complaints related to the 2017 DATA
- BREACH as specified in Paragréph 56(d) and complaints submitted tﬁrough a State Attorney |
General as specified in Paragraph 56(c), identified by their titles with a number designating how
many staff are assigned to each position;
1l. A descﬁption of the training EQUIFAX provides to first-line
employees or contractors responsible for directly responding to consumers;
i A ceunt of the number of complaints EQUIFAX received, broken
down by telephone, email, or regular meil, in which the coﬁsumer’s complaint relates to the 2017
- DATA BREACH as specified in Paragraph 56(d);
| iv. The number of fraud alerts placed on EIS CREDIT FILES for
United States consumers;
v. - Thenumber of secﬁrity. freezes placed, temporarily lifted, or
permanently removed on EIS CREDIT FILES; -
Vi. The number of security freezes placed on behalf of PROTECTED
CONSUMERS on EIS CREDIT FILES; |

Vii. The number of complaints received by EQUIFAX from the
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Virginia Attorney General’s Ofﬁcé pursuant to Paragraph 56(c); and
Viii. For the complaints listed in subsection vii EQUIFAX shall indicate

whether they were resolveclll within fifteen (15) business days. |

c. Each Consumer Remedies Report must be completed within sixty (60)
dayé after the end of the reporting period to which:the Consumer Remedies Report applies.
. 'EQUIFAX shall provide a copy of the Consumer Remedies Report to the California Attorney
General’s Ofﬁce within ten (10) business days of the completion of the Consumer Remedies
Report.

d. The California Attorney General’s Office may provide a copy of the
Consumer Remedies Reports received from EQUIFAX to the Virginia Attorney General upon
request. | |

e The Consumer Remedies Reports and all information contained therein, to
the extent permitted by the laws of the Corﬁmonwealth of Virginia: shal] be treated by thg
Virginia Attorney General’s Office as confidential; shall not be shared or disclosed except as
described in subsection (d); and shall be treated by the Virginia Attorney General’s Office as
e*empt from disclosure under the relevant public records'laws of the Commonwealth of
Virginia. In the event that the Virginia Attorney General’s Office rec_eives any reéuest from the
public for a Consumer Remedies Report or other confidential documents under this Judgment -
and believes that such information is subject to disclosure under the relevant public records laV\;s,
. the Virginia Attc_)mey. Genéral"s Office agrees to provide EQUIFAX with at least ten (10) days
advance notice .before producing the information, to the extent permitted by state law (and with
any required lesser advance notice), sb that EQUIFAX may take appropria;te agtioh to defend

against the disclosure of such information. The notice under this paragraph shall be provided
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consistent with the notice requirements contained in Paragraph 81. Nothing contained in this
subparagraph shall alter or limit the obligations of the Virginia Attorney General that may be
imposed by the relevant public recordsv laws of the Commoriwealth of Virginia, or by ordér of
any court, regarding the maintenance or disclosure of documents and infbrmation supplied to
Virginia Attorney Geneial except with respect to the obligation to notify‘EQUIFAX of any

‘ poteiitial disclosure.
Iv. DOCUMENT RETENTION
| 63. EQUIFAX shall retain and maintain the reports, records, exceptions, iilformation
and other décumentation required by Paragraphs 31.a), 36.¢), 37, 40.a), 40.1), 40.h), 40.i), 61,
and 62 fér.a period of no less than séven (7) years.
V. CONSUMER RESTITUTION

64. Consumer Restitution Fund:

a. EQUIFAX shall pay the ATTORNEYS GENERAL an amount of at least
Three Hundred Million Dollars ($300,000,000), and no more than Four Hundred and Twenty-
Five Million ($425,000,000), for the purpose of providirig restitution to 'AFF ECTED
CONSUMERS, including the cost of the Three-Bureau Credit Monitoring Services set forth in
Paragraph 43 and the monitoringf for minors set forth in Paragraph 45 (a).

b. | The payment/s r_e;quired by this paragraph may be satisfied in its or their
entirety by Equifax Inc. making the payments described in subsec;tion (a) into a fund (the |
“Consumer Restitution Fund”) ;:stablished pursuant to a court-approved settlement in the
MULTI-DISTRICT LITIGATION that pays for restifutibn and redress to AF FECTED
CONSUMERS that includes the Three-Bureau Credit Monitoring Services set forth in Paragraph

43 and the monitoring for minors set forth in Paragraph 45(a) and may also include other
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restitution and redress to AFFECTED CONSUMERS provided through the MULTI-DISTR&CT
LITIGATION. |

C. The Consumer Restitution Fund shall be established and administered,
payments shall be made by Equifax Inc., and consumer restitution shall be disbursed from the
Consumer Restitution Fund in accordance with the terms of the court-approved settlement in the.
MULTI—DISTRICT LITIGATION.

d.  Ifthe FTC and the CFPB jointly issue a written notice of termination
pursuant Section XI(A) of the FTC StipUlated Order For Permanent Injunction and Monetary
Judgment and Section XI..I of the CFPB Stipulated Order For Permanent Injunction and
Monetary Judgment, the Virginia Attemey 'General and EQUIFAX agree that the paynd.enf/s
required by this paragraph may instead be satisfied in its or their entirety by:

i. EQUIFAX m'eking payments in accordance with the terms of the
FTC and CFPB Stipulated Orders For Permanent Injunction and Monetary Judgment. Sdch
amounts shall be deposited into a fund and administered by the FTC or its designee id
aecordance with the terms of the FTC and CFPB Stipulated Orders for Permanent Injunction and
Monetary J udgmeﬁt to be used for consumer' restitution and redress on behalf of the FTC, CFPB, .
| ‘and ATTORNEYS GENERAL; and
| ii. The MULTISTATE LEADERSHIP COMMITTEE and EQUIFAX
will coordinate with the FTC and/or CFPB so that AFFECTED CONSUMERS receive

materially similar restitution as that set forth in Paragraphs 43 and 45(a) of this Judgment.
VL. MONETARY PAYMENT

65.' No later than thirty (30) days after the EFFECTIVE DATE, Equifax/, ’Inc. shall

pay a total of One Hundred and Seventy Five Million Dollars ($175,000,000.00) to the
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ATTORNEYS GENERAL, which is to be divided amongst the ATTORNEY'S GENERAL. The
amount apportioned to the Virginia Attorney General is to be paid by Equifax Inc. direetly to the
Virginia Attorney General in an arﬁount to be designated Ey and in the sole discfetion lof the
_MULTISTATE LEADERSHIP COMMITTEE The amounts and wmng instructions shall be
provided to Equifax Inc. no later than seven (7) days after the EFFECTIVE DATE. Ifthe Court
has not entered this Judgment by the EFFECTIVE DATE, Equifax Inc. shall make the'payment
within thirty (30) days of the EFFECTIVE DATE or within feurteen (14) da};s of the entry of the -
Judgment, whichever is later. The Virgihia portion of the aggregate settlement amount is
$4,3d2,173.75'. All funds paid to the Virginia Attomey General pursuant To this paragraph of the’
J udgment shall be deposited to the Atto_i'ney General’s Regulatory, Consumer Advocacy,
Litigation and Enforcement Revolving Trust Fund (the “Revolving Fund”). Amounts deposited
to the Revolving Fund Iﬁay be used fer costs of the Attorney General associated with. his
consumer protection advocacy and enforcement efforts and other delineated purposes permitted
by state law. |
VII. RELEASE

| 66. Followmg full payment of the amounts due under this Judgment, the Virginia
Attorney General shall release and discharge EQUIFAX and its dlrectors ofﬁcers and
employees from all civil elaims alleged in the Complaint, and any civil claims that it could have
brought based on EQUIFAX’s conduct related to the 2017 DATA EREACH under the VCPA, '
Virginia’s breach of personal inforrflation notification statuTe, Virginia Code § 18.2-186.6, ‘the
Fair Credit Reporting Act, 1-5 U.S.C. § 1681 et:seq. and any state credit reportiﬁg law, or
common law claims, inelﬁding those concerning unfair, deceptive, or fraudulent trade practices.

Nothing contained in this paragréph shall be-construed to limit the ability of the Virginia

1
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| Attorne;y General to enforce the obligatiohs that EQUIF AX hasunder this Jﬁdgmeﬁt.
| 67. Nptwithstaﬁding any term of this J udgment, any and ail of the following forms of
 liability ar’e's_peciﬁ‘éally reserved and excluded from the releése in Paragraph:66 as to any entity
| or person, including EQUIFAX:

a. | Any criminal liabiliiy that ghy person or entity, including.E'QUIFAX,‘,has
or may have to the States. o | -

b. Any civil or administrative liability that any person or entity, including
EQUIFAX, has or fnay have to fhc -S;tates undér any stat;lte,_ regulation or rule giving rise to, any

and all of the following elaims:

1.  State or federal antitrust violations;
ii. State or federal securities violations; or
K St'afe“ or federal tax claims. -

68.  Nothing in this Judgment shall be construed és excusing or exemi)ting EQUIFAX
from complying with. any state dr federal law,: rule, c;r regﬁlation, nor shall any of the provisions
- of this Judgment be dgemed to authorize 6r require EQUIFAX to'engagé in any acts or bractices '
_ prohibited by any law, rule, or regulation.

VIII. NO ADMISSION OF LIABILITY
- 69. Vip!ations of inw: In stipulating to the entry of this Judglhqnt, EQUIFAX does
nbf admit -to any.,violation of or liability ari'sing from_any state, federal, or local law.
70. Admissibns of Fact: EQUIFAX does not admit to any fact alleged in the
Complaint, e.:xcep_tb adrhits that on March 8, 2017, it received notiﬁcatioh ofa vulnerabilify in
Apache Struts Open-sc;urce softw'are. (CVE-2017-5638) _prior to tile 2017 DATA BREACH.

71. 'Noth‘ing contained in this Judgment shall be_ construed as an admission or
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concession of liability by EQUIFAX, or create any third—party Beneﬁciary rights or give rise to
or support any right o.f action in favor of any consumer or group of consumers, or confer upon
any pereon other than the parties hereto any ri ghts"or remedies. By entering into this Judgment,
EQUIFAX does not intend to create any legal or voluntary standard of care and expressly denies
that any practices, policies, or procedures inconsistent with those set ferth in this J udgnient
violate any applicable legal standard. This Judgment is not intended to be and shall not be
construed as, deemed to be, represented as, e_r.relied upon in any manner b.y any party in any
civil, criminal, or administrative proceeding before any court; administrative agency, arbitration,
or other tribunal as an admission, concession', or evidence that EQUIFAX nas violated any |
federal, state, or local law, or that EQUIFAX’s current or prior practices related to the 2017
DATA BREACH or its information security program is'or was not in accordance with any
federal, state, or local law.
IX. GENERAL PROVISIONS

72. Nothing herein shall be construed to exonerate'any_ failure to comply with any
provision of this J utlgment after the EFFECTIVE DATE, or to compromise the authority of the
Virginia Attorney General te initiate a proceeding for any failure to comply with this Judgment.

73.  Nothing in this Judgment sliall be construed to limit the authority or ability of the
Virginiai Attorney General te proteet the interests of Virginia or the people of-Virginia. This
J ndgment shall not bar the Virginia Attorney General or any other governrnental entity from
enforcing laws, regulations, or rules against EQUIFAX for conduct subsequent to or otherwise
not covered by this Judgment. i:urther, nothing in this Judgment shall be construed to limit the
ability of the Virginia Attorney Generai to enferce the obligations that EQUIFAX has under this

Judgment.
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74.  Nothing inlthis Judgment shall be construed as relieving EQUIFAX of the
obligation to cdmply with all state and fed{eral laws, regulations, and rules, nor shall any of the
p:ovilsions of this Judgment be deemed to be permission to'engage in any acts or practices
prohibited by such laws, regulations, and rules.

75.  EQUIFAX shall deliver a copy of this Judgment to, and otherwise full& apprise,
its Chief Executive Officer, Chief Té(_:hnology Officer, Chi'efrlnformatic’)n Security Ofﬁcér, each
of its Business Information Security Officers, Patch Supervisof designated pursuanf to this
Judgment, General Counsel, and BoardAo-f Directors within niﬁety (90) days of the EFFECTIVE -
DATE. To the extent EQUIFAX replaces any of the'above listed officers, counsel, or Directors,‘.
EQUIFAX shall cieliver a copy of this J 1_1dgment tb their replaéements within ninety (90) days
from the date on which such person assumes his/her positioﬁ with EQUIFAX.

76. EQUIEAX shall pay all court costs associated with the filing of this Judgment.

77.  EQUIFAX shall not participate in any activity or fq'rrn a separate entity or
corporation for the purpose of engaging in acts or practices in whole or in part that are prohibited
by this Judgment or for any other purpose that would otherwise circumvent any term of this
Judgment. -EQUIFAX shall not knowingly'cau'se, permit, or encourage any other personé or
entities acting on its behalf, to engage in practices prohibited by this Judgment.

78. EQUIEAX agrees that this Judgment does not entitle it to seek or to obtain -
attorneys’ fees as a preyailirig party under any statute, regulation, or rule, and EQUIFAX further
waives any right to attorneys’ fees that may arise under such statute, regulation, 6r rule. |

’:79. -This Judgment shall not be construed to waive any claims of sovereign immunity
Virginia may have in any action or pro¢eeding.

80. If any portion of this Judgment is held invalid or unenforceable, the remaining
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terms of this J u‘dgmént shall not be affected and shall remain in full force and effect.

81.  Whenever EQUIFAX shall provide notice to the Virginia Attorney General under
this Jﬁdgment, that requirement shall be satisfied by sending notice to:

Stephen John Sovinsky

Assistant Attorney General

Office of the Attorney General of Virginia

202 North Ninth Street
Richmond, Virginia 23219

' Any notices or other documents sent to EQUIFAX pursuant to this Judgment shall be sent to the
following addresses:

Chief Legal Officer

Equifax Inc. :

1550 Peachtree Street, N.W.

Atlanta, GA 30309

Phyllis Sumner

King & Spalding LLP

1180 Peachtree Street, N.E.

Suite 1600

Atlanta, GA 30309

Zachary Fardon

King & Spalding LLP

- 444 West Lake Street

Suite 1650

Chicago, IL 60606.
All notices-or other documents to be provided under this Judgment shall be sent by United States
mail,' certified mail return receipt requested, or other nationaily recognized courier service that ‘
provides for tracking services and identification of the person signing for the notice or document,
and shall have been deemed to be sent upon mailing. Any party may update its designee or
address by sending written notice tb the other party informing them of the change.

- 82. If the Virginia Attorney General reasonably believes that EQUIFAX has féliled to

comply with any of Péragraphs 9 through‘63 of this Judgment, and if in the Virginia Attorney
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General’é sole discretion the failure to comply does not threaten the health or safety of the
citizens of the Commonwealth of Virginia and/or does not create an emergency reéuiring
immediate actibn‘, the -Virgiﬁia Attorney General shall provide notice fo EQUIFAX of such |
alleged failure to comply and EQUIFAX shall have thirty (30) déys from receipt of such noticé
to provide a good faith written response, including either a statement that EQUIFAX believes it
is in full compliance with the relevant provision or a statement explaining how the violation
occ_:urred, how it has been addressed or when it will be addressed, and what EQUI.FAX will do to
make Hsure the violation does not occur a.gain. The:Virginia Attorney General may agree to
provide EQUIFAX with more than thirty (30) days to respond. The Virginia Attorney General
shall receive and consider the response from EQUIFAX prior to initiating any proceeding for any
alleged failure to comply with this Judgment. |

83.. In the event that technological or industry developments or other intervening
changes in law of fact cause EQUIFAX to believe that elimination or modiﬁcation of this

| Judgment is warranted or appropriate, EQUIFAX wiﬁ ;)rovide notice to the Virginia Attorney

General. If the Parties reach a mutual agreement that elimination or m(;diﬁcation of a provision
is appropriate, they may jointly i)etition the Couﬁ to eliminate or modify such proVision. If the
Parties fail to reach an agreement, EQUIFAX rﬁay petition the Court to eliminate or mbdify such
provision. b.

84.  Jurisdiction is retained by fhe Court for the purpose of enabling any party to the

. Judgment to apply to the Court at any time for such further ofderé and directions as may bé

necessary or appropriate for the construction or the carrying out of this JudQnent, for the

modification of any of the injunctive provisions hereof, for enforcement of compliance herewith,

and for the punishment of violations hereof, if any.
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85.  The clerk is ordered to enter this Judgment forthwith.

Enter: " /7 /)q 20/

/

JUDGE; CIRC IT COU T OF THE CITY OF RICHMOND
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WE ASK FOR THIS:

COMMONWEALTH OF VIRGINIA,
EX REL. MARK R. HERRING,
'ATTORNEY GENERAL

"~ Stephén J. Soui sky( SB No. 856 ) _
, ' Assistant Attorney General :
Consumer Protection Section

202 North Ninth Street -

Richmond, Virginia 23219

Telephone: (804) 823-6341

Facsimile: (804) 786-0122

Email: ssovinsky@oag.state.va.us

By: e & Soalat /g/
- - Samuel E. Fishel (VSB No. 48280)

Senior Assistant Attorney General and Chief
Computer Crime Section

202 North Ninth Street

Richmond, Virginia 23219

Telephone (804) 786-3870

Facsimile: (804) 786-0142

Email: sfishel@oag.state.va.us



EQUIFAX INC.
COUNSEL FOR DEFENDANT,

By: (57—7‘/"/

KEVIN J. &2BRIEN (Virginia Bar No. 78886)
PHYLLIS B. SUMNER '
CHRISTOPHER C. BURRIS

SHANNON F. COX

STEPHEN P. CUMMINGS

KING & SPALDING LLP

1180 Peachtree Street, N.E.

Atlanta, Georgia 30309

Tel.: (404) 572-4600

Fax: (404) 572-5140

and

ZACHARY FARDON
KING & SPALDING LLP
444 W. Lake Street

Suite 1650 :
Chicago, Illinois 60606
Tel.: (312) 995-6333

Fax: (312) 995-6330

psumner@kslaw.com
zfardon@kslaw.com
cburris@kslaw.com
scox@kslaw.com
scummings@kslaw.com
Counsel for Equifax Inc.



Corporate Vice President, Chief Legal Officer
Equifax Inc.

1550 Peachtree Street, N.W.

Atlanta, GA 30309



